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4.2.7 Visibility & configurability
1
Decision/action requested

Approve the pCR below
2

Rationale

See proposal.
3
Detailed proposal
*** BEGIN CHANGES ***
5.4.1
Security visibility
Editor's note: It is FFS to clarify, if necessary, what "indication" means in this TS, i.e., data accessible via some interface/API or the actual display. Because, it is 3GPP TS 22.101 that describes how to use the "indication".

Although in general the security features should be transparent to the user or application, for certain events and according to the user's or application’s concern, greater visibility of the operation of following security feature shall be provided:

-
indication of access network encryption: the property that the user or application is informed whether the confidentiality of user data is protected on the radio access link; 

The UE shall indicate to the user or application that the access network encryption is not switched on if any of the data radio bearers of the UE uses a null encryption algorithm.

The ciphering indicator feature is specified in 3GPP TS 22.101 [20].

Editor’s Note: It is FFS whether any additional security indicators are needed.
The UE shall indicate to the user or application if the "null-scheme" is being used for SUPI protection.

*** END OF CHANGES ***
